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Do scientific advances render our traditional notions of privacy obsolete?

o we control technology, or

does it control us? Does the

protection of the Fourth
Amendment — which guarantees us the
right to be free from unreasonable
searches of our homes — yield to scien-
tific advances that render our traditional
notions of privacy obsolete, and our walls
superfluous? These were the underlying
philosophical questions in the case of
Kyllo v. United States, a case I argued in
February 2001 before the United States
Supreme Court. Unfortunately, these
philosophical issues were not in sharp fo-
cus during the oral argument.

The case involved a man suspected of
growing marijuana in his Florence, Ore.,
home. The investigators called out the
National Guard to use a thermal imager to
view heat sources emitting through the
walls and roof of the house. Thermal radi-
ation is invisible to the naked eye al-
though every object in the universe is
constantly radiating thermal energy to
varying degrees. The thermal imager can
convert this invisible energy to a visible
picture, appearing much like a photo-
graphic negative with white areas repre-

senting the radiation of more intense-

heat. At Mr. Kyllo’s house, the imager
was able to detect three distinct circles of
light along the top of the roof of his house,
which informed the officers that Kyllo
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was probably using high intensity lights
in that location of his house. A search war-
rant was later obtained, and the search re-
vealed these high-intensity lights hanging
from the rafters of Kyllo’s attic, providing
ultraviolet light for a marijuana garden.

The issue brought before the court
was whether the use of thermal imaging
technology was itself a search of Kyllo’s
house, which should have required a war-
rant in advance. Four federal circuits had
already determined that no warrant was
required and that thermal image scan-
ning did not constitute a “search” as that
term is used in the United States Consti-
tution. Three state supreme courts, sev-
eral federal district courts and two circuit
court panels (these panel decisions were

later reversed or vacated) held that ther-
mal imaging was a violation of the Fourth
Amendment. In this case, the Ninth Cir-
cuit had found, in a 2-1 decision, that ther-
mal imaging was an unconstitutional
search. However, on rehearing one of the
judges in the majority resigned for health
reasons. His replacement had a different
view, switching the 2-1 majority to a con-
clusion that thermal imaging was not a
search at all. The Supreme Court granted
certiorari in order to resolve this conflict.

The traditional test to determine
whether a search has occurred under the
Constitution is taken from Katz v. U.S.,
389 U.S. 347, 361 (1967). This test im-
poses a two-fold requirement, first that a
person exhibit an actual (subjective) ex-
pectation of privacy and, second that the
expectation be one that society is pre-
pared to recognize as reasonable. The Su-
preme Court has historically held that the _
sanctity of the home is not to be disputed
and that the overriding respect for the
sanctity of the home has been embedded
in our traditions since the origins of our
republic. Payton v. New York, 435 U.S. 573,
601 (1980). Therefore, a person has a
right to retreat into his home and there be
free from unreasonable government in-
trusion. Silverman v. U.S., 365 U.S. 505,
511 (1961).

Based on this precedent, Kyllo cer-
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This backscatter X ray spotted 37 illegal immigrants being smuggled out of Chiapas, Mexico, in a shipment of bananas

e VISION

A surprising Supreme Court ruling sheds light—and
other beams—on the latest snooping technology

By IVAN AMATO

HE TECHNOLOGY THAT THE NINE JUS-
tices of the Supreme Court wrestled
with last week was relatively crude: a
heat-sensing gun pointed at a house in

Florence, Ore., by federal agents on the
lookout for homegrown marijuana. In 1992,
a cop using the device had spotted a lot of
excess heat coming off high-intensity grow
lights. Police searched the house, found
more than 100 plants and arrested one of its
occupants—a small-time marijuana grower
named Danny Kyllo. Kyllo appealed the
case all the way to the highest court, argu-
ing that by using infrared technology to pry
into his home, the government had con-
ducted an unconstitutional search.

To the surprise of many court watchers,
the majority ruled in Kyllo’s favor. And the
dissenting Justices in the 5-4 decision made
it clear that even if they were willing to ac-
cept “off-the-wall” technologies like in-
frared guns—which can pick up signals only
from the outside of a building—they viewed
with alarm newer “through-the-wall” de-

vices that can see inside.

The BodySearch system lets
customs agents at JFK see what you've got in there

Through the wall? Yes, indeed. A whole
new generation of surveillance technology
has been developed since Kyllo was busted.
Some of these new devices are already
turning up at airports, prisons, border
crossings and crime scenes. And while
none of them is quite up to the standards of,
say, Superman, they can see through cloth-
ing and peer into private homes well

enough to raise thorny privacy issues for all
of us. Among the leading contenders:
X-RAY VISION Today’s preferred
technology for looking through things is
the same one Wilhelm Roentgen used to
photograph the bones in his wife’s hand in
1895, although the newest X-ray devices
are considerably more powerful. Last Sep-
tember, for example, the U.S. Customs
Service placed an order worth more than
$25 million for 15 truck-based X-
ray inspection systems made by
American Science and Engineer-
ing, Inc., in Billerica, Mass. Using
a technique in which images are
made from X rays scattered back
from objects (rather than passing
through them), AS&E’s systems
can spot—with extraordinary clar-
ity—guns, drugs, plastic explosives
and other contraband, even when
hidden, say, in the middle of a ful-
ly packed banana truck. One of the
company’s products, called Body-
Search, reveals ghostly images of
weapons and whatever else—
including genitals—might be hid-
den underneath your clothes.
RADAR FLASHLIGHTS
Gene Greneker, a radar expert at Georgia
Tech, was fiddling with a radar gun he had
developed for monitoring marksmen and
archers during the 1996 Atlanta Olympics
when he noticed something odd: when-
ever someone walked on the other side of
his laboratory wall, a deflection appeared
on the radar screen. One thing led to an-
other, and now Greneker is trying to
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